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Underground forums as criminal marketplaces
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A large, fragmented ecosystem, 
hard to navigate

We need to better understand how it works



Open problems
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Market economy matters for 
product innovation! 

We need effective techniques and 
tools for the scientific community 

for stealth data extraction

Where do actual threats appear? How to get the data?

Where do 
I buy the latest 
malware from?!



THREAT/crawl: a Trainable, Highly-Reusable, and Extensible Automated Method and Tool 
to Crawl Criminal Underground Forums4 Understanding and Characterizing the Cybercriminal Ecosystem Enabling Attack Innovation at Scale4

Which marketplaces foster innovation, and how to monitor them?

Stealth data extraction from
monitored marketplaces

Identification and study of 
emerging threats

Characterization of 
high-profile markets



Overview of contributions

Understanding and Characterizing the Cybercriminal Ecosystem Enabling Attack Innovation at Scale5

Part I:

Part II: 

Part III:

Method for stealth data extraction
Open-source tool available

Characterization of novel IMPaaS threat model
Analysis of targets across the globe
Findings instrumetal to Genesis Market takedown

Identification of “successful” markets



A stealth, trainable & extensible tool to extract data 
from cybercriminal markets: THREAT/crawl
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Human-like behavior + 
browser

Encouraging results on 
learning, covering edge cases

Prototype released

Method for stealth 
crawling overall validPromising stealth results via 

experiments against humans

Simple interface + 
learning + extensible



Studying attackers from global emergent threat: 
The case of Genesis Market
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Bypassing industry standard security!

Our estimate: 
1.2–1.6M$ 

revenue per year

17 countries involved, 119 arrests worldwide
8M$ in revenues over ~5 years of activity

Sold NA: 71% (!)
Unsold NA: 29%

NA supply: 12%

Sold EU: 17%
Unsold EU: 83%

EU supply: 62% (!)

Other supply: 26%

Attacker 
preferences 
to model  
cyber risk



“Good” markets for a thriving economy
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No refunds, seller unreachable

“Latest iPhone, 85% off, buy now!”
verylegitmarketplace.com

“Apple iPhone 15 256GB - Black”
bol.com

Seller rated 9.5/10, verifiable 
seller history, refunds possible, 

customer service 



“Good” markets for a thriving economy
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No refunds, seller unreachable

Seller rated 9.5/10, verifiable 
seller history, refunds possible, 

customer service 

“Hack Anyone’s Device, 8$!”
anotherverylegitmarketplace.com

1-day LPE exploit WIN10
exploit.in



“Good” markets for a thriving economy
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No refunds, seller unreachable

Seller rated 9.5/10, verifiable 
seller history, refunds possible, 

customer service 

Customer
Relationships

Key Partners Key Activities

Key
Resources

Value
Propositions

Customer
Segments

Channels

Cost Structure Revenue Streams

The Business Model Canvas
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Moral hazard

Adverse selection

FX Restricted access model

FX Dispute resolution system

FX Reputation system

FX Anti perverse incentives

FX Rule system

FX Strong auth and anti-bot

FX Escrow system

FX Interaction model
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Market features mitigating trade problems

"Good" markets are more segregated, 
have stricter seller verification, 

admins are not involved in trade
A tool to identify the most 

damaging markets

“Hack Anyone’s Device, 8$!”
anotherverylegitmarketplace.com

1-day LPE exploit WIN10
exploit.in
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