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Underground forums as criminal marketplaces

The

(Enoo) Guardian
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Amount of fraud in U
than doubled to £2.3b Ransomware attack hits
report finds dozens of Romanian
hospitals °

BLEEPINGCOMPUTER = A large, fragmented ecosystem,

hard to navigate

New cybercrime market 'OLVX'
gains popularity among hackers We need to better understand how it works
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Open problems

Where do actual threats appear?

Where do
| buy the latest
malware from?!

Market economy matters for

product innovation!

3 Understanding and Characterizing the Cybercriminal Ecosystem Enabling Attack Innovation at Scale

How to get the data?
o

Something Went Wrong

Something went wrong in your process and we are working on fixing it.

Please give us more details about how the problem occurred and
go to the Help Center for more details about known issues.

Bxopg

® HekoppekTHblil naponk. MoxanyicTa, nonpodyiiTe cHoBa.

We need effective techniques and

tools for the scientific community
for stealth data extraction
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|dentification and study of
emerging threats
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Overview of contributions

A Method for stealth data extraction
Open-source tool available

A 4 =3
A
Belangrijke verdachte in

Characterization of novel IMPaaS threat model operatie ‘cookie Monster
opgepakt: 50.000 Nederlande

Analysis of targets across the globe bestolen
Findings instrumetal to Genesis Market takedown 5
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A stealth, trainable & extensible tool to extract data
from cybercriminal markets: THREAT/crawl

Human-like behavior + Simple interface +
browser learning + extensible

Prototype released

Method for stealth

Promising stealth results via : :
crawling overall valid

experiments against humans
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Studying attackers from global emergent threat:
The case of Genesis Market e
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“Good” markets for a thriving economy

“Latest iPhone, 85% off, buy now!” “Apple iPhone 15 256GB - Black”
verylegitmarketplace.com bol.com

Seller rated 9.5/10, verifiable
A seller history, refunds possible,
No refunds, seller unreachable customer service
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“Good” markets for a thriving economy

“Hack Anyone’s Device, 85!” 1-day LPE exploit WIN10
anotherverylegitmarketplace.com exploit.in

- . ©Npoaat 1-day LPE akcnnout CVE-2020-
Hack Anyone s Android Usermode Rootkit [Vista-W10{19H2}, x

Device with SpyMax 4.0
2023 + Video Tutorial

MAX 4.0

0ID TOOL
M@ os

Seller rated 9.5/10, verifiable

USD) $ 8.00
( ) S seller history, refunds possible,
No refunds, seller unreachable customer service
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“Good” markets for a thriving economy
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A tool to identify the most
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