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+ Profile enforecement .
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Attackers enforce the acquired user profiles through a browser extension provided
by the market when accessing the corresponding platforms, allowing the attacker

Grant Access

] 1
1 1
1 1
1 1
& ) ' to bypass RBA-based controls. . . !
4 1 \ 1 1 1
Malware Infections ! User Profile Credentials ' ! !
(PPI, EAAS, ...) ! R w m <[
1 o ! I I
1 1
A ! N v L
> | (Q ' ' smMs Push  Email , '
,@\ + * > ! i i Notification ! :
\ . 1 1
! Login oo Second Factor ) :
\ J ! Vmmm e - === T=-=====" 1
J . ¢ : 1 1
Profile selection ! 1 ' !
Profile ! X - \ X ;
acquisition Attackers join the platform and can look up . | |- ‘ ' I
specific victim profiles available in the 1 !
The market market portfolio. : Oo > :
operators infect a ' L~ § I
number of system 1 J !
with custom ! :
malware to derive I . 1
user profiles. 1 Risk Based . . 1
C2 Server ' Authentication Engine Failed Login ;
\ 1




