
Profile
acquisition

The market
operators infect a
number of system
with custom
malware to derive
user profiles.

Profile selection

Attackers join the platform and can look up
specific victim profiles available in the
market portfolio.
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Profile enforecement

Attackers enforce the acquired user profiles through a browser extension provided
by the market when accessing the corresponding platforms, allowing the attacker
to bypass RBA-based controls.
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